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– Image re-use vs Gen AI data fabrication

– Invented images
Image extension to fake raw data

– New solution approaches for 
authentication of raw images

Image Integrity Screening at Journal Level
Understanding the key techniques

https://today.yougov.com/technology/articles/45852



https://scholarlykitchen.sspnet.org/2024/03/20/the-latest-crisis-
is-the-research-literature-overrun-with-chatgpt-and-llm-generated-articles/
?informz=1&nbd=&nbd_source=informz

Large Language Models 

https://scholarlykitchen.sspnet.org/2024/03/20/the-latest-crisis-


Traditional image duplication
Stock images



Made-up image data -
templates



Made-up image data -
templates Credit: Morty, Smut Clyde, Tiger et al. 



Made-up raw data - templates



Made-up raw data - templates



Original edge traceable

Original imagePhotoshop 24
Generative AI function



AI generated blot

Original image

Photoshop 24
Generative AI function

Solarized image



Original image

Photoshop 24
Customized data on demand



Photoshop 24
Generative AI function



Original image

AI generated content has different resolution, appears smoother

Photoshop 24
Generative AI function



The image part with relationship ID rId45 was not found in the file.

#C0PE23

Specify clearly what is expected

Many conscientious journals request raw data
for blots and micrographs at submission stage.

Original, uncropped, unprocessed images
incl. weight markers and sample loading. 
Experimental repeats.

No raw data, no publication

Raw data - Western blots



• Tool to verify whether images are the raw and unaltered originals

• Only for images generated by Amersham ImageQuant 800      or 
Typhoon imaging systems 

• Image checking is instant, can check entire folders simultaneously

• System generates a report that can be attached to ms subm’s

• Potential users: Researchers and academic editors/reviewers

• SHA are a family of cryptographic hash functions published by 
the National Institute of Standards and Technology (NIST)

• Widely used to encrypt digital information
such as vaccination certificates or digital currency. 

Image integrity software uses 
Secure Hash Algorithms (SHA)
to verify image authenticity



https://www.cytivalifesciences.com/en/us/solutions/protein-research/products-and-technologies/western-blotting/imaging/image-integrity-checker



STM Working Group on Image Alteration and 
Duplication

Commissioning a Landscape Review
on the feasibility of potential technical solutions 

• comparing different potential approaches

• considering feasibility, effectiveness, 
and burden on researchers

• industry specialists
• equipment providers (microscopy and scientific software companies)

• metascientists, 
• and research integrity specialists in the publishing industry. 

Will consult experts including 

 Classic detection of issues
 Hashing
 Trust markers
 Blockchain
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